


CLICKCEOP : MSN Messenger Live 



CLICKCEOP : Bebo 



CLICKCEOP : Internet Explorer 8 

Information in an instant  
Click CEOP web slice 

Search suggestions from 
Internet safety sites 

Instant Favourites 



CLICKCEOP : Google Chrome 



REPORT RECEIVED BY REFERRAL TEAM 

REPORT IS REVIEWED & RISK ASSESSED 

Duty Officer and Team Leader 

REPORT IS GRADED 

URGENT, ACTIONABLE OR INTELLIGENCE 
ONLY 

ENTERED ONTO INTELLIGENCE RECORD 
SYSTEM (IRS) AND FORWARDED TO 
INTELLIGENCE DESK 

CEOP Report Handling Procedure 



MOST CASES ENTERED ONTO CHILD 
EXPLOITATION TRACKING SYSTEM (CETS) 

SHORT-TERM DEVELOPMENT TEAM 

-Identify child 

-Identify suspect/offender 

DISSEMINATE TO RELEVANT AGENCY 

-Law enforcement 

-Internal support and operations team 

-Child protection agency 

-Retain as intelligence only 



CLICKCEOP Principles 

Deterrence 
Situational Crime Prevention in the online environment 
-speed cameras and burglar alarms 
 

Offender interviews with CEOP’s Behavioural Analysis 
Unit 

Patrick (58) 

Married, living with wife 

Company Director 

Two adult children 

No previous convictions 
 

 
 
 

Groomed a number of children online and caused them to engage in sexual 
acts.  

He was found to be in possession of  over  3,000 indecent images and had 
distributed over 2,000 of those via Google Hello.  

Sentenced to three years imprisonment in 2008 for possession, distribution 
and  manufacture of indecent images (via webcam) and engaging with a 
child in a sexual act. 



CLICKCEOP Principles 

Empowerment 
CEOP’s ThinkUKnow delivered to over 6 million 
children 
 

 



CLICKCEOP Principles 

Reassurance 
66 % of parents state that they are worried about their 
children encountering paedophiles - Staying Safe Survey 
2009, DCSF 

“Sometimes it is easier to tell a stranger than your parents especially if you think 
you did something wrong. I think [the CLICKCEOP button] is a must for today’s 
children” 
 
“I work with young people they tell me they start [using SNS] from the age of 
seven !  They face abuse on line every day, this button must be made available” 
 
“I work as a teaching assistant in an infant school... I think the CEOP scheme is an 
excellent idea and should be implemented for younger [internet] users who are 
still very vulnerable at 13” 
 
“I will not let my kids use any site without one” 



Reporting Figures 
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Reporting Sources 

40.89% 

18.46% 

12.28% 

10.53% 

4.35% 

3.51% 
2.61% 

1.65% 
0.84% 

4.88% 

CLICKCEOP

NCMEC/NCECC

CrimeStoppers

UK law enforcement

Industry

NSPCC

Non-UK law enforcement

VGT

IWF

Other

First half 2010, until 10th June 



Reporter Age 

First half 2010, until 10th June 

40.88% 

30.80% 

28.32% 
<18

>=18
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Report Categories 

CLICKCEOP Other sources 

First half 2010, until 10th June 

11.43% 

62.67% 

1.47% 

2.15% 
0.23% 

3.51% 7.81% 

10.75% 

Image related

Grooming

Pro-paedophile
chat

Contact abuse

Sex Offender

Hacking

Spam - links to
CAI

Other

57.84% 21.31% 

0.45% 
11.01% 

2.91% 

0.39% 
6.02% 



Non-Pertinent Reports 

First half 2010, until 10th June 

41.05% 

15.79% 
8.42% 

8.42% 

7.37% 

6.32% 

5.26% 
4.21% 2.11% 1.05% 

Bullying

Information request

Threatening Behaviour

Adult Victim

Insufficient detail

Self generated risk

Other Content

Suicide Threat

Police report

Indicative Images



Case Study #1 

In March 2007, a parent used the CLICKCEOP button to report an 
individual inciting her 12 year old daughter to perform sexual 
acts online. 
 
Intelligence was disseminated by CEOP to North Yorkshire Police. 
 
In September 2007, a warrant was executed.  The suspect’s 
computer was seized and examined. 
 
Computer analysis revealed 70 potential victims, 1300 indecent 
images and 60 indecent videos of children.  The report made 
with the CLICKCEOP  button alerted law enforcement to the 
offender. 

 



Case Study #2 
A 17 year old girl in the UK used the CLICKCEOP button to make a 
report regarding her communications with an unknown male in the 
USA via Live Messenger 

 

She reported that the suspect had stated his intention to rape a 5 
year old girl – the incident was to take place when he was to 
babysit the child in 4 days time 

 

CEOP immediately established contact with the relevant US 
authorities, whilst attempting to contact the girl who made the 
report 

 

CEOP made contact with the girl who registered the report, and 
established that she had also been abused by the suspect, having 
been groomed to perform sexual acts on webcam.   

 

The US authorities used this information to identify the suspect.  
Arrest warrants were executed, and the suspect was found to be 
in possession of indecent images of children.  It was also found 
that he was due to babysit a 5 year old girl on the day 
mentioned. 

 

By making a report to CEOP, the 17 year old victim was able to 
prevent the rape of a 5 year old girl. 



Future 
Chat Roulette Omegle 




